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Abstract

Diffie-Hellmankey agreemenprotocol[27] implementation$have beenplaguedby serioussecurityflaws. The
attackscanbe very subtleand, moreoftenthannot, haven't beentaken into accountby protocoldesigners.In this
paperwe attemptto provide a link betweentheoreticalresearchand real-world implementations.In addition to
exposingthe mostimportantattacksandissueswe presentfairly detailedpseudo-codéor the authenticatediffie-
Hellmanprotocolandfor the half-certifiedDiffie-Hellman(a.k.a.Elgamalkey agreement)lt is hopedthatcomputer
securitypractitionerswill obtainenoughinformationto build anddesignsecureandefficient versionsof this classic
key agreemenprotocol.
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1 Intr oduction

In theirlandmark1976paper‘New Directionsin Cryptography”[27, Diffie andHellmanpresent securekey agree-
mentprotocolthatcanbe carriedout over public communicatiorchannels.Their protocolis still widely usedto this
day.

Eventhoughthe protocolseemgyuite simple,it canbevulnerableto certainattacks.As with mary cryptographic
protocols,the Diffie-Hellmankey agreemenprotocol (DH protocol) hassubtle problemsthat cryptographerdhave
taken mary yearsto discover. This vulnerability is compoundedy the fact that programmeroften don't have a
properunderstandingf thesecurityissuesln fact,badimplementationsf cryptographigrotocolsare,unfortunately
common[4].

In this work, we attemptto give a comprehensie listing of attackson the DH protocol. This listing will in turn
allow usto motivateprotocoldesigndecisions Note thatthroughouthis presentatiommphasiss placedon practice.
After readingthis paper one might not have an extremely detailedunderstandingf previous work andtheoretical
problemsput shouldhave a very goodideaabouthow to securelyimplementthe DH protocolin differentsettings.

1.1 RelatedWork

As mentionedpreviously, flawsin cryptographigrotocolsarenotuncommon As this is avery importantproblem,it
hasreceived someattention;herearethe mostimportantapproachethathave beenproposed:

1. Theuseof verificationlogics suchasBAN [18] to prove protocolproperties.

2. Very high level programmindanguagesn which securitypropertiescanbe provedmechanically(i.e. by com-
puters)[1].

3. Completeproofsof security[10, 9)].
4. Theuseof robustnesprinciples,i.e. rulesof thumb,protocoldesignprinciples[5].

The biggestproblemwith the first approachis that encryptionprimitives are dissociatedrom the verification
logics, which implies that they don'’t provide completeproofs of security[9]. As an exampleof this problemone
justneeddo look at the problemof encryptionandsignatureordering: mostverificationlogicsdon’t complainwhen
messageareencryptedbeforebeingsignedwhich possiblyresultsin a securityvulnerability [5].

The secondapproachseemsvery promisinghowever the bestknown proof mechanizationechniquesarent effi-
cientenoughandonly afew cryptographigrimitiveshave beenincludedin the model.

Thethird suggestioris themostpowerful. Themainproblemis thatthe proofsaresomeavhatinvolvedandproving
thecorrectnessf complec protocolsseemgyuite difficult. Note alsothatit’s not entirely obviousthatthe claimsthat
areprovedareadequate.

Therobustnesgrinciplesareusefulin thatthey canhelpin preventingcommonerrors. However, it is impossible
to exhaustvely list all importantrobustnesgrinciples,andsousingtheseprinciplesdoesnt give us peaceof mind as
thereareno securityguaranteesk-urthermorethe protocoldesignemustbe comfortableandcompetentn verifying
securityproperties For examplePrinciple3 of [5], which states

Be carefulwhensigningor decryptingdatathatyouneverlet yourselfbe usedasan oracle

might notbe understoody individualsthatdon't have a backgroundn cryptography
Themostimportantproblemwith all of theabove approachess thatlow level implementationssuesarent spelled

out. Hence unlessonehasa solid graspof all of the details,it’ s easyto make low-level implementatiorerrors. Also

noticethatnoneof theseapproachesdealwith problemsspecificto the cryptographigrimitivesused.



Many standardshave beendevelopedfor the DH protocol (seeAppendix A), unfortunatelynone describethe
issuesandattacksin detail. More importantly nonemotivatethe designdecisions.In [12], work hasbeendoneto
characterizehe securityof the DH protocolsintroducedin variousstandardsWe take a different,moregeneraland
perhapsnorethoroughapproactby :

1. Describingandstudyingthe mostimportanttheoreticalandpracticalissues.

2. Presentingpseudo-codéhatimplementssecureprotocolswhosedesignis basedn theissuesve describe.

1.2 Overview

Section2 presentsa mathematicabackgrouncdf the basicsneededo understandhe DH protocolandthe typesof

attacksit is vulnerableto. In section3 we give attackswhich are basedon mathematicatricks. Authenticationis

discussedn section4.3. In section5 we discussattackson DH that exploit implementationdetails. In section6,

we exposesomesubtletieshat appeamwhenusingthe DH sharedsecretto obtaina key which canbe usedin other
cryptographicoperations. The information acquiredin sections3, 4.3, 5 and6 is usedto presentimplementation
guidelinesin section?. In section8, we presentpseudo-codéor an ephemerahuthenticateddH protocolandfor a

half-certifiedDH protocol;we alsodescribeall the primitivesneededThe conclusioncanbefoundin section9.

2 The Diffie-Hellman Key AgreementProtocol

TheDH key agreemenprotocolallows two usersyreferredto asAlice (.4) andBob (B), to obtaina sharedsecretkey
over a publiccommunicatiorchannel.An attacler, eavesdoppingat the messagesentby both Alice andBob won't
be ableto determinewhatthe sharedsecretkey is. This is an extremely useful primitive becausehe sharedsecret
canbeusedto generate secretsessiorkey thatcanbe usedwith symmetriccrypto-systems(e.g. DES) or message
authenticatiorcodes(MAC). We now give somebasicnotionsfrom mathematicthat are neededo understandhe
protocol.

2.1 Mathematical Background

Thecomputationsequiredin the DH protocolarecarriedoutin agroup.

2.1.1 Groups

A group (G, x) consistsof a setG anda binary operationx thattakeselementsof G asinputs. x hasthe following
properties:

1. (associatiity) ax (bxc) = (a*xb) ¢, foralla,b,c € G.

2. (identity element)Thereis anelementl € G, calledtheidentity, thathasthe propertythatl xa = ax 1 = a,
foralla € G.

3. (inverseelement)For eacha € G, thereexistsavaluedenotedoy a—! suchthataxa ! =a ! xa = 1.
An Abeliangroupis agrouphaving thefollowing additionalproperty:
4. (commutatvity) a xb = bxa forall a,b € G.

For finite groups(G finite), the orderof a groupis definedasthe cardinality(size)of G. Theorder of anelementy of
afinite groupG is definedto bethe smallestvaluet suchthata! := axax...xa = 1.
———
t

for anintroductionto cryptographysee[63].



2.1.2 Cyclic Groups

A cyclic groupis a groupthat hasthe propertythat thereexists an elementg suchthat all elementsin G canbe
expressedas g* (for differentis). If g generatesll elementsof the group (G, ), g is a generatorand we say it
generate$G, x). Notethatthe orderof a generatoy equalsthe orderof the groupit generates.

2.1.3 Subgroups

We saythatG' is a subgroupof G if (G', x) formsagroupand(G' C G). If G is afinite group,thenthe orderof a
subgroupG’ will alwaysdivide theorderof G (Lagrange’stheoiem seefor example[37]).

2.1.4 Examplesof Groups

Groupstypically usedfor DH protocolsarethesetZ; with multiplicationmodulop wherep is prime,themultiplicative
group of the field? F,» andthe additive groupformedby a collection of points definedby an elliptic curve over a
finite field. Thesegroupsall have the propertythatexponentiatings computationallyinexpensve andthatcomputing
discretdogsis/seemdard(i.e. computationallyintractable).

In the remainderof this work, we will take the groupto bethe setZ; = {1,2,...,p — 1} with multiplication
modulop (p prime)andall operationswill betakenover this group(g? will standfor g¥ mod p, for example).Small
variationson mary of theattacksof thefollowing sectionscanbe easilymountedon DH implementationsisingother
groups. Note thatwe will abusethe notationa bit by usingZ; whenreferringto the groupcomposedf the setZ;,
with multiplicationmodulop.

2.2 The Core DH Protocol

Alice (A) andBob (B) first agreeon a large prime numberp andanelementg ( 2 < g < p — 2) thatgenerates
(cyclic) subgoup of large order Thesevaluesare usuallydetermineda-priori, andare usedfor mary protocolruns
(e.g.they couldbe public parametershateverybodyuses).Therestof the protocolgoesasfollows:

1. A choosesnumberz, atrandomfrom theset{1,... ,p — 2}. And B chooseg randomlyfrom the sameset.
2. Asendg” to B andB sendg? to A.

3. Thesharedsecretkey is K = ¢g*¥. A, knowing = andg¥, caneasilycalculate(¢¥)* = ¢g*¥. B candetermine
thesecretkey in a similar mannerby computing(g”)?.

x andy arereferredto asthe privatekeys, g* andg? arereferredto asthepublic keys andfinally, g*¥ is calledthe
sharedDH) secretkey. Notethatan earesdroppehaving accesdo the public keys can't calculatethe sharedsecret
key. This protocolis oftenreferredto asephemeal DH secretkey agreemenbecauséhe secretkeys areusedonly
once.

2.3 Half-Certified Diffie-Hellman (or Elgamal Key agreementprotocol)

This is a very importantandusefulvarianton the Diffie-Hellmanprotocoldiscussedbove. Firstintroducedin [30],
the protocolis almostexactly the sameasthe basicone exceptthata user(Bob) publisheshis public key (¢¥). The
publickey (¢¥) remainsconstanfor large periodsof time andis usedby everyonewishingto setup asharedsecrekey
with Boh. Notethatthe public key shouldbe authenticateth someway (e.g. by Bob'’s signature).This mechanisnis
especiallyusefulfor secureanorymousclient connectiond

2seefor example[37] for a definitionof field aswell asanoverall introductionto algebra.
3this scheméds sometimezalledHalf StaticDiffie-Hellman(becausenesecrety, is static).



2.4 Attacks

Attacksagainsthe DH protocolcomein afew flavors:

e Denial of sewvice Attacks: Here,theattaclerwill try to stopAlice andBob from successfullycarryingout the
protocol.

¢ Outsider Attacks: The attacler tries to disruptthe protocol (by for example adding, removing, replaying
messagesjothathe getssomeinterestinginformation(i.e. informationhe couldn't have gottenby justlooking
atthe public keys).

o Insider Attacks*: It is possiblethatoneof the participantsin a DH protocol createsa breakableprotocolrun
on purposg(i.e. onein which anoutsideobsener candeterminevhatthe sharedsecrets). Of coursejf oneof
theprotocolparticipantsdecidego publishthe sharedsecretnothingcanbedone.Notethatmalicioussoftware
couldbevery successfuin mountingthis attack.

The plausibility of theseattacksdependon whatassumptionsve make aboutthe adversary For example,if the
adwersarycanremove andreplaceany messagdrom the public communicatiorchannel the denialof serviceattack
is impossibleto prevent. Fortunately it seemghatcompletebreakg(outsiderattacksin which the attacler obtainsthe
sharedsecretkey) andinsiderattackscanbe preventedin mary settings.

2.5 Man in the Middle Attacks

An active attacler (Oscar) capableof removing andaddingmessagesaneasilybreakthe protocolpresentedbove.
By interceptingg® andg¥ andreplacingthemwith g*" andg¥’ respectiely, Oscar(®) canfool Alice andBob into
thinking thatthey sharea secretkey. In fact, Alice will think thatthe secretkey is g®¥" andBob will believe thatit is
g*'v. Thisis a specificinstanceof amanin the middleattack[56].

As anexampleof whatcanbe donewith suchan attack,considerthe casewhereAlice andBob usethe “secret”
“shared’keys obtainedn a DH protocolfor symmetricencryption.Supposeilice sendsamessagen to Bob andthat
ENCk(z) representshe symmetricencryption(e.g. DES)of z usingthe secrekey K.

1. AsendsENC., (m).

2. OinterceptsENC . (m) anddecryptst (which he cando sinceheknows ).

3. O replaceghis messagavith ENC., (m') which hesendso B. Notethatm' canbe setto any message.

Theencryptionschemas thusclearly compromisechsmessag@rivagy is violated. In the next section,we study
attacksthatcanbe mountedby alesspowerful adversary

3 Attacks Basedon Number Theory

The previous manin the middle attack,althoughit completelybreaksthe protocol,requiresOscarto be very power
ful. For example,if the secretkeys areusedin conjunctionwith MACs, Oscarneedsto interceptand modify each
authenticatethessagén orderto preventAlice andBob from detectinghattheir keys arent identical. In someof the
following subsectionsAlice and Bob have the samesecretkey (which Oscarknows). Thus,Oscaronly needsto be
active duringthe DH protocol,afterwardshe canbreakthe protocolsusingthe sharedsecrekey wheneverhewants.

‘thesearesometimeseferredto asByzantineerrors.
5in practiceit is mucheasietto insertpacletsthanit is to deletethem. In ary casee considerll attacksin orderto derive a DH protocolthat
is securdn all practicalsettings.



3.1 DegenerateMessageAttacks

Thereare degeneratecasesn which the protocoldoesnt work (i.e. it canbe broken). For examplewheng® or g¥
equalsone, the sharedsecretkey becomesl. Sincethe communicationchannelis public anybody can detectthis
anomaly Fortunately this situationis impossiblein a properly carried out protocol run becauseéboth z andy are
choserfrom {1,... ,p — 2} ®. However, aninsiderattackis possibleandso DH protocolparticipantsshouldmake
surethattheir key agreemenpeerdoesnt sendg® = 1.

3.1.1 Simple Exponents

If oneof z andy canbe easily determined the protocol can be broken. For example,if z equalsl theng® = ¢
which ary obsenantattacler will be ableto detect. It's very hardto determinewhereto draw theline here,thatis,
determiningfor which valuesof ¢¢, i is hardto determine.In ary casejt seems/ery reasonabléo insistthatz andy
notequall. Anotheroptionis to insistthatthe secretss andy have lengthf atleast] (i.e. z,y > 2!~!); thisapproach
is foundin RSA securitys PKCS#3standardor example.

3.1.2 Simple Substitution Attacks

Thefollowing attackis veryinterestingasit is extremelyeasyto mountandnormallywouldn’t comeupin theoretical
proofsof security The attacler canforce the secretkey to be an“impossible”value. If the DH protocolwould only
be executedby sentientbeingsthis wouldn't be interestingasthe anomalieswvould be easily detected.However in
practiceDH protocolsarecarriedout by computersandcarelessmplementationsnight not spotthe following attack.

1. O intercepty” andg¥ andreplacegshemwith 1.

2. Both A andB computethe samesharedsecretkey which equalsone.

If the computerprogramdoesnt realizethat g*, g¥ andg®¥ cant equall, the protocolis vulnerable.Note that
the sameargumentholdsfor valuesof theform g» (?—1)-z or g>(»—1)'v 'wherea > 1, becaus@ computemight not
realizethatthesevalueshave notbeencomputednodulop. (They equall modulop). Soit is safepracticeto always
verify thatin factg®, ¢¥ is a positive integersmallerthanp — 1.

Thefollowing attacksdelve a bit deepeiinto computationahumbertheory

3.2 Generatorsof Arbitrary Order and the Pohlig-Hellman Algorithm

The Pohlig-Hellmanalgorithm[53] allows oneto efficiently computethe discretelog of g* if the primefactorization
of g’s orderconsistsof small primes. Preciselygiventhatthe orderof a grouphasthe following prime factorization,
Py p3? - ... - pgr, the Pohlig-Hellmanalgorithm's computationatomplexity is O(3";_; es(lg(n) + /pi)). A secure
DH implementatiormustmalke this algorithmimpractical. A simplesolutionis to choosea prime p suchthatp — 1

containdargefactors.Safeprimes,primesof theform p = Rq + 1 (whereR is somesmall positive valueandq is a
largeprimé®), andLim-Lee primes[45] which havetheform p = 2¢; - ... - g, + 1 (Wheretheg;s areall largeprimes)
satisfythis property In theselastcasesprimefactorizationof the orderof eachgeneratomwill containalarge prime
whichis exactly whatwe needto make this attackimpractical.(Remembethatthe orderof any subgroupwill divide

p—1,i.e.theorderof Z;.)

3.3 Attacks Basedon CompositeOrder Subgroups

The attacler can exploit subgroupghat do not have large prime order[64]. This is bestillustratedby an example.
Supposdlice andBobchooseaprimep = 2¢g+ 1, whereq is prime,andageneratog of orderp — 1 = 2¢. Oscarcan
interceptthe messageg® andg? andexponentiatehemby ¢. (He will replaceg® by ¢g*? andg? by g¥?.) Thesecret
key will be g*¥? which allows Oscarto find this valueby exhaustve search.This is doneby notingthatthe orderof

bif g is ageneratoof Z;, g* = 1mod piff 2 = 0 mod p — 1.
“thelengthof anintegern is definedasthelargestvaluek satisfyingn > 2.
8aprimeq suchthat2q + 1 is alsoprimeis calleda SophieGermainprime.



g7 = ng_l is® 2 whichimpliesthatthe secrekey canonly take two values!Hence Oscarcanuseabruteforcesearch
(only two elementgo try) in orderto determinewvhatthe sharedsecretkey is; for example whenAlice andBob useit
for symmetricencryption.

More generallythis attackcaneasilybemountedon primesof theform p = Rq + 1 (R small),theonly difference
beingthatthereare R possiblevaluesto try in theexhaustve search.

Thelessonto belearnedfrom this attackis thatwe shouldchoosea g thatgenerates large prime ordersubgroup
or atthevery leastmake surethatcompositeordersubgroupsrent vulnerable(e.g.the order's prime numberfactor
izationcontainsonly large primes).Note thatan attackof this typeis partof the motivationfor usingDSA insteadof
Elgamalsignaturesin essenc®SA is animmunizedversionof Elgamal[6].

Noticethataninsiderattackcanbe mountedusingthis trick. Alice simply chooseg: to equalg. In this casegven
authenticatioimechanismsan' protectBob.

3.4 Pollard Lambda Algorithm

The Pollard Lambdamethod[54] enablesoneto computez given g#, whenz is known to be in a certaininterval
[b,b+w] in time O(w'/?). Thisis anextremelyrelevantattackto considewhenwe wantto limit theexponentrange
to improve efficiengy. For example,whenz,y < 2V < p the attacler cancomputez andy (given g® andg¥) in
O(W2N) = 0(2V/?). Hence,if we wantthe attacler to executeat least(2V) operation&’, # andy needto have
alengthof atleast2N bits. We notethatthis attackhasnt beenimprovedin along time andmary cryptographers
feel thatit’'s improbablethat the stateof the art for this kind of attackwill change(this is a usefulobsenationwhen
choosingkey sizes).Also remarkthatthis attackcanbe mountedon subgroup®f smallordet

3.5 The Number Field Sieve Algorithm

It is obviously importantto choosea group(i.e. p) large enoughso that the bestknown algorithmsfor computing
discretelogsareintractable.The stateof the art, index calculusbasedmethodsor computingdiscretelogs (number
field sieves)have beensteadilyimproving®* over theyearsandsoit’s harderto gaugehow large p shouldbefor long

termsecurity In [49], Odlyzko proposesusinga p of at least1024 bits for moderatesecurityandat least2048for

anythingthatshouldremainsecureor adecade.

3.6 Attacks on Prime Order Subgroups

In [45], anattackon prime ordersubgroupss presenteda slight extensionof theideasof [64]). The attackcanbe
mountedf the protocoldoesnt satisfythe sixth robustnessrinciple of [5] which states:

Do notassuméhata messge youreceivehasa particular form unlessyoucanched this.

Theideais thatif we cangeta participantwith secretkey z to useanarbitrarygroupelementinsteadof g¥ then
we maybeableto obtainsomeinformationaboutz. If theattacler canobtainy®, for somegeneratory whoseorder's
prime factorizationcontainsonly small primes,then he can usethe Pohlig-Hellmanalgorithm of subsectiorB8.2 to
obtainz modulothe orderof .

To obtaintheactualvalueof thesecrekey (modulop), aslightvariationon the Pollardlambdamethod[64] might
befeasible.

Theproblemwith the above situationis thattheattacler still needso obtainy*, whichisn’t obvious. Fortunately
Lim andLee[45] give awealerversionof thepreviousattackthatenablegheattacler to obtainthevalueof  modulo
theorderof « in timelinearin theorderof .

This methodcanbe easilyfoiled if the participantscheckthatthevaluethey receve (i.e. usuallyg®) hasorderyq.
This canbe doneby verifying thatexponentiatinghevalueby q yields1. If p is of theform p = 2¢ + 1, with ¢ prime,
thebestonecanhopefor is to determinehe parity of the secretkey.

If we have CertificateAuthorities(CAs) certify the DH public keys, they mustbewary of this attack.It is usually
sufficient for the CA to verify thatthe userknows the secretassociatedvith the public key. This is usuallydoneby

p—1 p—1 p—1 .
Sthesubgroupyeneratedy g~ 2 is{g 2 =p—1,(g 2 )2 =1}.
10Assumingthatthe PollardLambdatechniques the bestmethodin this situation.
11As opposedo the PollardLambdatype algorithmsfor which therehasnt beensubstantiaprogresgor abouttwentyfive years[49].



having the usersignsomemessagevith the secrekey. Unfortunatelya variationon the previousattackallows for an
insiderattackwherea usercanfool the CA whenspecificsignatureschemesreused(e.g. Schnorrsignatureg57],
see[45] for the details). Hence,whenthis type of attackcanbe mounted we shouldcheckthe orderof the public

keys.

4 Authentication

In theprevioussectionwe presentedttackselatedio themathematicastructureof the DH protocolprimitives.In this
sectionwe addressssuegelatedto authenticationAs the DH protocolcanbe brokenby a simplemanin the middle
attack(if no authenticatioomechanisnis used),it doesnt make senseo talk aboutDH protocolsecuritywithout also
discussingauthentication.

Authenticationconsistof establishincauthenticity whichis definedas: factually accurateandreliable. Thisis a
someavhatslipperyconceptndthereareno solid andformaldefinition,becaus¢hedifferentsettingsandrequirements
changefor every application.For example,validatingthe authenticityof a digital signatureor a MAC is simple (just
apply a verificationfunction) whereasproving the authenticityof a messagés more complicated. For example, if
Alice sendsamessagéo Bob, hemightwantto:

1. Establishthatthe messagéasnt beenmodified.

2. EstablishthatAlice sentthemessage.

3. Establishthatthe message&vasmeantfor him (i.e. addressetb him).
4. Establishthatthe messagdasnt been‘replayed”.

5. Establishthatthe messagevassentwithin acertaintime period.

Althoughwe have somevery powerful primitivesthatcanhelpusin creatingauthenticatiormechanismégdigital
signaturesMA Cs,symmetricencryption.etc.),usingthemin aneffective manneiis surprisinglydifficult.

4.1 MessageReplay Attacks

Oneof thedeadliestttacksagainsauthenticatioomechanismis themessageeplayattack[48] in whichtheadwersary
simply takesa previously sentmessagandsendst again. This attackis deceptvely powerful ascanbe seenby the
next example: supposea usersenta messagéo his wife saying,“l loveyou”. A few yearslater, afterthe userhas
beendivorced,an attacler could re-sendthis samemessagavhich might leadto an awkward situation. If a correct
authenticatiormechanisnis used,the now ex-wife will not considerthe messagesbeingauthentic. This example
nicely illustratesthefactthatdigital signaturesarent sufficientto establishmessagauthenticity

4.2 MessageRedirection

If the destinationisn’t specifiedin a messagean attacler can interceptit and sendit to someoneother than the

intendedrecipient. Taking the previous subsectiorexamples premise the adwersarysendshe “l love you” message

anddeliversit to somebodytherthantheintendedrecipient;which again,might leadto anuncomfortablesituation.
Thetwo previousschemeg$orm the basisof mary other, moreinvolved,attacks.

4.3 MessageAuthentication Protocols

We now presenbneof the authenticatiormechanismslescribedn [9]. Notethatthe protocolis provedto be secure
(seesubsectionl.l). It hasthe propertythatif we have a schemethatis provably securewhenthe channelsare
authenticatedand replacethe sendingmechanismwith the following protocol, then the resultingschemewill be
provably securén asettingin which the channelsarent authenticated.

In thefollowing protocol,we assumehatthe users’public keys arecertifiedby a certificateauthority (CA), and
by authentiove mean:

e Thesendersidentity is established



e Theintendedrecipientsidentityis established
e Contet is establishedmessageeplayattackssuchasthe onein the examplein subsectiort.1 areprevented.

Alice sendsamessagen to Bob, who establisheés authenticity

1. A sendsn to B.

2. Breplieswith achallengeNg andm, whereNj is arandomnumber(nonce).Notethateachnonceis only used
once

3. Asendsn andSIG, , (m, N, B), whereSIG; , () is adigital signatureon z thatusesA’s secretkey s 4.

4. If thesignatureverificationprocedurds successfuthenm is deemeduthentic.

Let’'slook atthis protocolabit morecloselyandexplain someof its featuresandproposesomeefficiency improve-
ments.

First notethatsenderauthenticityis establishedby the public key thatis usedto verify the signature.The public
key andAlice’s identity arecertifiedby a CA thatBob trusts.

Themessagen must,of course pe sentat somepoint. The protocolis still provably securef the messagés sent
in oneof thefirst or third rounds.For example the first messageould simply be a synchronizatiorsignal.

The needfor a nonceNg is quite interesting. Notice that without it, the protocolwould be vulnerableto replay
attacks. By slightly modifying the protocolwe can, however, do without the nonce. If Bob takes note of all the
messagebehasreceved,andsocandetectmessageeplayattackswe canomit thenonce.Unfortunatelytheamount
of dataBob would needto keepcouldbe huge.Also, deterministicsignatureschemege.g. RSA) arenot well suited
to this settingastwo signature®n the samemessageareidentical. (As opposedo probabilisticencryptionschemes
suchasElgamal.)Notethatrandomnumbersanbe appendedo the messagén orderto make signature®dnthesame
messagaélifferent. Anotheroptionis to have publicly availablenonces.For examplea countercanbe used,in which
caseBob needsto managecounters(synchronizations often difficult to implement). As long as nonces(counter
values)areonly usedoncethe protocolis correct.In both of thesemodificationsthe second-oundof communication
canbe omittedandthefirst andthird roundscombined.

The lastinterestingissueto point out is that Alice mustsign B, i.e. Bob’s ID. If this isn’'t done,the protocolis
vulnerableto messageedirectionattacks.

Note thatthe CA mustverify thatthe client knows the secretkey associatedvith his public key, otherwisethe
protocolis vulnerableto messagéijacking (i.e. claiming ownershipof someoneslses message).Note that self
signedcertificate$? canalsobe usedto solve this problemasis donein PGP[52].

5 Attacks on Implementation Details

5.1 Attacks on Parameter Authentication

As agenerabrinciple,all parametersisedin a cryptographigrotocolshouldbeauthenticatedi-or example,suppose
thatthe DH protocolcouldbeusedwith differentsystemparameter¢e.g.g, p); if theparticipantddonotauthenticate
their choiceof parametersanattacler might be ableto fool theminto usingweakparametersThesetypesof attacks

canbevery subtleandcanevenbe missedby top cryptographerandsecurityexperts.Oneneedjustlook attheattack

of [65] onthe SSL protocolversion2 to be corvincedof this!S.

5.2 Context

In mary situationsit is necessaryo make sureanadwersaryhasnt blocked (deleted)previousmessagesThis canbe
doneby simply hashingall previous messageandappendinghe resultwith the currentmessage This establishes
contet. Note thatif all messagesire authenticatedve could usea sequencenumber this would be much more
efficient.

certificateghataresignedby the subjectof the certificate.
1353| version2 wasvulnerableto whatis calleda versionroll-backattackwhichis anattackon parameterauthenticationsee[65] for details.
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5.3 Raceconditions

In most,if notall, networking protocols,it is very importantto presere protocol run independencandavoid race
conditions.Thatis, we don’t wantmessagegsedin oneprotocolrun to be usedby anothemprotocolexecution. Ses-
sionnumbersfor example,canbe usedto preventthis kind of problem.

The first Freedom* DH implementationdidn’t respectthis designprinciple. In this particularinstance;if two
partiesinitiateda DH protocolatthe sametime, eachparty obtainedtwo sharedDH secretkeys andit waspossibleto
have a situationin which noneof the (four) supposedlyshared”DH secretkeys wereequal.

A key agreementonfirmation(see6.5) is a way of makingsureproblemssuchasthe onedescribedabose don't
occur

5.4 Deletingthe ephemeralseciets

It isimportantto deletetheephemerasecrekeys (thesecreexponents)to guardagainsmemorybeingwrittento disk
(swapping)andthe possibility thatunauthorizedntitiesmight have accesdo thesevalues.Deletingprivatevaluesis
usuallydoneby overwriting thesevalueswith someconstani(by 0s for example). It is importantthat the valuesbe
deletedassoonaspossibleto guardagainstRAM readingtechniquesuchasthe onesdescribedn [34].

5.5 BleichenbacherType of Attacks

D. Bleichenbachedescribedn [13] anattackagainstPKCS#1 v1.5. The attackexploited thefactthatsomeseners
implementation®f the PKCS#1 v1.5 RSA encryptionpaddingusedan inadequateuthenticatiormechanism:f a
plaintext startedwith 0002,asdescribedn the standardthey would blindly acceptt asvalid andcontinue otherwise,
they would returnanerrormessagéo theclient. Usingatheoremdueto Chor[22], Bleichenbachetlevisedapractical
attackagainstsomeimplementation®f SSLv3.0.

Althoughwe don't describeary paddingmethodsnordowe usetheRSA encryptionschemesomeof theproposed
countermeasurgsee[14]) toimmunizeprotocolsagainsthis attackarerelevant:

e Changekeys frequently(asdiscussedn section6.2) andmale surethatdifferentsenersuseindependenkeys.

e Useonly adequateauthentication(as discussedn section4.3). Senerswritten in SSL version3 that used
adequateauthenticatiorwerent vulnerableto this attack.

5.6 Timing Attacks

An interestingattackwasproposedn [42]; theattackreliesonthefactthatfor mostmodularexponentiatioralgorithms
thetime takenis dependenbn theinputs. In the Half CertifiedDH protocol,an attacler, by initiating mary protocol
runswith Alice and carefully choosinghis “public keys”, could determineAlice’s secretkey (z). Remembethat
Alice computesn® in eachprotocolrun (wherem canbetheattacler’s “public key” (simply arandomvalue)andzx
is Alice’s secrekey). Fortunatelytheattackis only effectiveif theattacler cansomevhatpreciselydetermineAlice’s
computingtime. The attackcanbe counteredy modifying the computationsothatthe exponentiatiortime doesnt
dependasheaily ontheinputparameters.

Kocher[42] givesa methodthatusestheblinding technique®f [21] thathelprandomizehe modularexponentia-
tion computingtime!® : (we provide pseudo-codé section8.1.4.)

One Time SetUp:
We calculatethe private seeds.

i

e Aninteger, v, is choseratrandomfrom Z.

e v$ = ((vf)~")" is calculated(Find inverseof v andexponentiateby .)

ywww.freedom.net.
5thusblinding the attacler from informationaboutz.
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j'th Exponentiation:
Letm bethemessageo beexponentiatedy z.

e Calculatex = (m - v?). (theblinding part.)
e Calculatet = u®. (u is notknown to the attacler!)

¢ Calculatet - v?@ whichis equalto m?®. (theunblindingpart.)
Computing the j'th seedqj > 0):

i—1
o vl =0}y
Thetechniquauseghefactthatif v? is choserrandomly thentheseriegv?, v}, . .. ,v{, ... ) will havetheproperty

thatvf looks sufficiently randomif nothingis known aboutthe previous elementf the seried®. The algorithmhas
to keepin an internal statethe mostrecentv; andv;. Thesevaluescanbe keptin somesort of structure,whatis
importantis thatthey mustremainsecret!

5.7 Denial of Sewice Attacks (Overloading)

Oneof themosteffective attacksin practiceconsistof overloadingsenerswith request¥’. Thisis atypeof denialof
serviceattackbecauséhe seneris sobusy processingogusrequestthathe doesnt have time to reply to legitimate
queries. The adwersaryusually exploits the fact that the seners are limited in termsof memory[20, 23] and/or
computationapower. The DH protocolis vulnerableto the following kinds of attack:

e Theattacler cancarryoutaconnectionimemory)depletionattack(e.g.[20, 23]). Notethatit is veryimportant
thatthelow level protocolsfor sendingandreceving messagebeimmunizedagainsthis attack.

e The attacler cansendhugeamountsof public keys (which cansimply be randomnumbers)so that the vic-
tim is compelledto carry out mary modularexponentiationdgn orderto computethe sharedDH secretkeys
(computational).

The mostrobustsolutions[7, 29, 3§ to the probleminvolve having the connectionnitiators computea solution
to cryptographiguzzles(alsoknown ashashcaslor pricing functions). Theamountof computationsieededo solve
thesepuzzlesis smallenoughsothatlegitimate userscanquickly computethe solutionbut large enoughso thatit’s
infeasible(or atleastvery hard)to solve alarge numberof themfor usein overloadingattacks.

If asenercanvalidatethelP addressesf it’sclients,onecanusealessrobustschemdor protectingagainsdenial
of servicescalledSYN Cookies([46], [16], [39]). SYN CookieshelppreventIP spoofingto a certainextent.

If aseneris supposdo beableto acceptunknawn clients(or betteryetanorymousclients),we suggestisingthe
techniquesf [38] whichwe now presentinddiscuss.Notethatz <, ;> refersto the substringconsistingof thea’th
throughb’th bits of z. C is theclientandS is thesener.

1. C requestsa puzzlefrom the sener (statelessonnection).

2. S sendsr = H(s,t, k,m,C), aswell asm (the numberof sub-puzzles)k (a computatiorparameterandi (a
timestamp)Notethat H() is acryptographichashfunction, s is S’s secretandC is C’s address.

3. Fori equalsl to m, C finds z; suchthatthefirst k bits of z||i||z; equalthefirst k bits of H(z||i||z;), where||
denoteconcatenationThe z;s (i.e. the solutionsto the sub-problems), andC aresentto S.

4. S recevvesthesevaluesandcanefficiently checkthatthe solutionsarevalid andthatthey have beencomputed
in atimely manner

Thevalueof C is usuallyimplicitly determinedfor exampleit might be includedin the messagédeaders.The
senersenddisrepliesto C andsothe adversarymustbeableto interceptmessageaddressetb C whichis difficult
if theadwersaryisn't locatedat C*8.

18this is muchmoreefficient sincemodularsquarings alot cheapethanchoosinga new randomvalue.

17seefor examplehttp://wwwcisco.comharp/publi/707hensflash.html.
18this preventsstraightforvard IP spoofing;this aloneis alsoachiered by SYN Cookies([46], citeRFC1644[39]).
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If notime parameterareusedanattacler couldobtainalargenumberof puzzlessolvethem(which cantake alot
of time) andthenoverloadthe sener. By encodingt in z usingthe secrets, the puzzlescanbe madeto have a limited
validity periodwhich makesthe previous attackinfeasible(all ¢s shouldbe different). (Note alsothatif connections
have anunlimited lifetime, the sener is vulnerableto denialof serviceattacksandso maximumconnectionifetime
mustbetakeninto consideratiorwhenchoosingour parameters.)

Attacksarearareoccurrenceandsoit makessenseo beflexible in our useof puzzles.Preciselywe shouldvary
k dependingnthesituation: The busierthe seneris, thelargerk shouldbe (we canomit puzzlesaltogethelin most
situations).

s shouldbelargeenoughsothatit cant be obtainedby a bruteforce attack.

Seesection?? for adiscussioron parametesizesandlower level issues.

6 The DH Shared SecetKey

The sharedsecretobtainedis usually usedto derive sessiorkeys that will be usedin otherapplications. Now, the
operationghesekeys will be usedfor have their own requirement@andsecurityvulnerabilities.If we arenot careful
in how we usethe sharedDH key, we might be vulnerableto othersubtleattacks.

6.1 KeyDerivation Function (KDF)

In most,if notall, instancesve needto modify the sharedsecretkey obtainedin the DH protocolin orderto useit
with othercryptographigrimitives.Herearethe mainmotivationsfor “modifying” the sharedDH secretkey:

e Thekey sizesmight not correspondFor examplesupposeave wantto useour a-bit sharedsecretDH key with
acrypto-systemrequiringakey sizeof b, with b # a.

¢ Although somebits of the sharedsecretareprovably securg15] the securityof the vastmajority of bits in the
sharedDH secretkey is not known (i.e. it's not known whetheran attacler can computeinformation about
them'®).

Also noticethatZ;, doesnt spanall the bit-stringsof lengthp (for example,we will never getthevaluep + 1).
Henceif we take arandomnumber chancesregreaterthatthe mostsignificantbit equals0.

Hence,it makessenseo spreadhe risk andhave the bits in the new sessiorkey dependon all the bits of the
sharedDH secretkey.

¢ Someattacksexploit algebraicrelationshipsetweerkeys (seesection6.3). Hence,it is importantto destry
mathematicastructurewhich canbe doneusinga KDF.

¢ If wewantto createmorethanonesessiorkey with agivensharedsecretDH key then,if theKDF is acarefully
choserone-way pseudaandomnumbergeneratarthe systemcanberesistanto known sessiorkey attack(i.e.
givenasessiorkey, it's hardto find othersessiorkeys derivedusingthe samesharedsecretDH key).

We proposetwo key derivationfunction constructiongHS is a securecryptographichashfunctionand|| denotes
concatenation):

1. The Counter BasedApproach:
We take the bits for the sessiorkey from:

HS(sharedH secret| 0) || HS(sharedH secref| 1) || ... ||[HS(sharedH secret| c).

c’s valuewill dependon the numberof bits required. This methodis similar to the onesthatareusedin mary
standardge.g. TLS [26]).

2. A Chaining BasedApproach:
We take the bits for the sessiorkey from:

B9n fact,in somecasest is trivial to computeinformationaboutthe sharedsecretg®?, givenonly p, g, g andg¥.
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s1 = H(sharedH secret)
s2 = H(s1|| sharedDH secret)

S¢ = H(s¢—1]|| sharedDH secret)

c’svaluewill dependonthenumberof bits required.
This lastapproachhoweverisn’t asefficientandcant be parallelized.

6.2 KeyFreshnessand Perfect Forward Seciecy

In mary situationsthe sharedDH secretkey shouldbe changedrequently Herearethe mainreasonsvhy we might
wantto obtainnew sharedsecretkeys often.

1. ReduceExposure:
Theprobabilitythata givenkey is compromiseds lower if it isn’t usedoften.

2. Damagelimitation :
If theamountof traffic encrypted/authenticatedth a givenkey is reducedhenthe amountof damagedoneif
thekey is compromiseds reduced.

3. Forward Seciecy:
If old encryptionkeys aredeleted encryptedmessagesanno longerbe decrypted.Hence,a third party cant
mounta subpoenattack(i.e. demandhatold messagebe decrypted).

As expectedtricks usedo improvetheefficiency of scheme# whichkeysarechangeftenhave subtleproblems
(seesubsectiorb.4).

6.3 KeylIndependence

As a generalprinciple, we alwayswantkeys to be independent Precisely obtainingone secretkey shouldnot help
an attacler uncover otherkeys. This propertyis calledknownkey security In the next subsectionywe will give an
exampleof a protocolvulnerableto known key attacks.

6.4 An Example

We now presenta condensedrersionof the KEA protocol [3] which is a part of the NSAs FORTEZZA suite of
cryptographiclgorithmsandmotivatethe useof key derivationfunctions. Note thatthe explanationsoughlyfollow
thoseof [12].

1. A getsB’s static public key g¥ sandB getsB’s static public key g* (z is secretto A andy is secretto B).
(respectiely) certifiedby a CA. (z is Alice’s privatekey andy is Bob's privatekey.)

2. Asendsg?, g* andCert(4, %) to B andB sendsy®, g¥ andCert(3, ¢¥) to A. (a andb choserrandomlyfrom
theset{2,...,p — 1}) NotethatCert(z) is justa certificatecertifying z.

3. If all verificationssucceedthesharedDH secrekey is takento be K = g% + ¢*.

4. A key derivation function (derived from SKIPJACK) is thenappliedto K to obtainthe key (the sessiorkey)
thatwill beusedin theotherapplicationge.g.encryption MAC, etc.).

Theprotocolsolvesmary of the problemsmentionedn the previoussubsections:

e KeyFreshnessWe canobtainasmary freshkeysaswe needwithouthaving the CA re-certifynew public keys
everytime.

¢ Forward Secrcy: If Alice andBobdeleteK andboththestaticandephemerasecrekeys (x anda respectiely
for Alice) we have forwardsecreg.
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e Keylndependence:Theprotocolseemsesistanto known key attacks.

e Key Derivation Function: Thesessiorkey depend®n all of the bits of the sharedDH secretkey. As will be
seershortly, thekey derivationfunctionis alsoimportantbecausé destrysthealgebraiaelationshipdetween

keys.

If the protocoldidn’t usea key derivation function, it would be vulnerableto the Burmestertriangle attack[17]
whichrenderghe protocolvulnerableto known key attacks.In the previousprotocol,if akey derivationfunctionisn’t
used,it is vulnerableto thefollowing attack:

1. O first obseresa protocolrun betweenA andB. He obtainsthe ephemerakeys g¢ andg®. Thekey sharedby
A andB attheendof the protocolis K 45 = g*¥ + g**.

2. O thenengages4 in aprotocolrun. O will useg® ashis ephemerakey andg?® ashis statickey. AssumingA'’s
ephemerakey is g%, thesharedkey will equalK 40 = ¢** + g*°.

3. O carriesout the sametrick with B but now usesg® ashis ephemerakey. AssumingthatB3’s ephemerakey is
g%, thesharedkey will be Kgo = g% + g*°.

4. If O canobtainK 40 andK o hecandeterminekX 45. Thiscanbeseerby notingthat K 45 = K0 + Ko —

bz F17]

g -9

6.5 KeyAgreementConfirmation

In somesettingsthe participantswon't settlewith just knowing thatnobodyexceptthe intendedparty cancompute
the sessiorkey (i.e. akey derivedfrom a sharedsecretDH key) but insiston having somekind of confirmationthata
secretkey hasbeen(or canbe)successfullycreated A schemeprovidesimplicatekey confirmationif the participants
canbe corvincedthatthey all can computea commonsharedsecretkey, and providesexplicit key confirmationif
participantscan be assuredhat a commonsharedsecretkey has beencomputedby all participants. The simple
mindedsolutionto providing explicit key agreemenis to have the partiescomputethe MAC (usingthe new session
key) of aknown messageUnfortunatelythis meanghatthe key will bedistinguishabldrom arandomkey (we know
theMAC of aknown message)lf indistinguishabilityis requiredwe needto use(asa MAC key) someothervalue,r,
known only to the participantghatcant be easilylinkedto the sessiorkey. Preciselygiventhe sessiorkey it should
be computationallyinfeasibleto find r. Seefor example[12] for techniqueshatcanbeused.

Although explicit key confirmationappeardo provide strongerassurancesiplicit key confirmationis sufficientin
practice.Also, it would seemthatalthoughit is possibleto provide explicit confirmationof the derived sharedsecret
key without usingary previoussharedsecretjt is impossibleto provide explicit confirmationof the DH sharedsecret
withouta previously sharedsecretsoit’s usefulnesss questionable.

7 The Bottom Line

In this section,we give recommendationthat are, for the mostpart, basedon the lessondearnedin the previous
sections.Thesecanbe seenasgeneralrobustnesgrinciples® thatshouldbe takeninto accountwhenimplementing
DH key agreementype protocols.

Note that DH protocolimplementationshouldtake into accountattacksthat allow the attacler to obtain static
secretkeys (e.g. z,y). Compromisingstaticsecretkeys allows the attacler to breakall subsequenprotocolsusing
thesevalues.Compromisingy®¥ doesnt helpin compromisingothersharedDH secretkeys g=¥'.

7.1 Diffie-Hellman Math
1. SpotUncornventional Messages

e Make surethatg®, g¥ andg®¥ donotequall.

20a DH versionof [5].
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e Make surethatg® andg? arelessthanp — 1 andgreaterthanl.
e Chooser, y, fromtheset{2,... ,p — 2}.

2. Be Careful About g'sOrder

e Theprimefactordecompositiorof theorderof the g’s shouldnt be composecntirely of smallprimes.

e Thesubgroupgeneratedby g shouldnot have a smallordersubgroup.f atall possible constructanduse
ageneratothathasalarge primeordet

3. Make Surethe DH Public KeysReceved Have the Corr ect Order

e TheDH public key's (g°) ordershouldbe checled. This canbe easilydoneby verifying that (g¥)° = 1
wherea is g'sorder If p = 2¢ + 1 thisisn't necessarasexplainedin section3.6.

4. Make Sure the SystemParameters Aren’t ChosenMaliciously

e Thesystemparametes propertieshouldbe known (subgroupgeneratedby g’s order, primefactorization
of this number etc).

¢ Proofsthatthe parameterbave beenchosermtrandomshouldbeavailable. This canbe doneby kosheriz-
ing (seesection8.2.6).

5. ChooseSecure Parameters

e Cryptographialgorithmsareonly assecureastheirwealestlink andsoit makessenseo try andbalance
the security Thatis, attacksthatexploit differentparametersf the systemshouldtake roughlythe same
amountof time. For the DH protocol,the parameterso balanceare: thevalueof p, theexponentsrange
andthe size of the keys derived from the sharedDH secret. We suggestooking at [44] for a table of
balancedralues.

e Theparametershouldbe chosenin orderto provide goodlong term security Note that parametershat
constitute’good” long term securityis very controversial[44, 59]. Extremelyconsenrative estimatesare
(from [44]):

— For very goodsecurityuntil 2002take: p 1024bits, exponentrangel27 bits andderivedkey length
72.

— For very goodsecurityuntil 2025take: p 2174bits, exponentrange158 bits andderivedkey length
89.

— For very goodsecurityuntil 2050take: p 4047bits, exponentrangel93 bits andderived key length
109.

— We suggestusing strongprimesor Lim Lee primesso asto guardagainstthe attackspresentedn
section3.5.

Note that thesevaluesarevery controversial[59], the size of p is especiallydebatablesinceit assumes
Moore’s law typeimprovementsn algorithmicnumbertheory

e Thenumberof symmetrickeys derivedfrom the sharedDH secretkey shouldalsobetakeninto consider
ationwhendeterminingthesizeof p andof the exponentrangesincebreakingthe DH protocolbreaksall
derivedkeys. Preciselyif wederiven sessiorkeysof lengthsny, nas, . . . , ng, ourotherparametershould,
in theoryprovide the samesecurityasif we derivedonesessiorkey of lengthlg(2™t 4 272 4 ...+ 27*),

Theseprecautionaryneasuregrotectagainsssomeinsiderattacksandmanin the middle attacks.

7.1.1 Efficiency Considerations

1. Ideally, the generatory shouldbe assmall aspossiblein orderto reducethe costof modularexponentiation.
WienerandvanOorschof64] claimthatusingg = 2 reduceghe computatiortime for modularexponentiation
by 20% (comparedo randomlyselectedgenerators).For applicationsin which efficiency is crucial andthe
prime numberscan be generatedeforehandjt makessenseo find a prime, p, suchthata small value(e.g.
2,3,16)generatethedesiredsubgroup.
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2. Generatingafeprimes(p = 2¢+1) is moreexpensvethangeneratind.im-Leeprimes(p = 2¢1 ¢z . . . g, +1). If
very efficiently generatinghe parameterss important,we suggesthe useof Lim-Lee primes.|If the parameters
arefixed, we suggesthe useof SophieGermainprimessincethey enablethe useof larger exponents(thus
resultingin larger sharedsecrets).Note that thereexist particularprimesthatyield more efficient operations,
seesection8.2.6.

3. Exponentiationsre usually much fasterwhenthe exponentsare small and so we suggesusingthe smallest
secureexponentrange(seesubsectiory.l).

7.2 Implementation Details

Correctlyestablishingauthenticityis difficult andwhenpossible provably secureauthenticatiorprotocolsshouldbe
used(at the very least,the attacksmentionedpreviously mustbe takeninto account).Particularcaremustbe taken
whenimproving a protocols efficiency (e.g.removing “superfluous’messages).

Notethefollowing tricky implementatiorievel issues:

1. Exact Destination: The messageecipientshouldbe preciselyspecified.ldentificationfields couldinclude P
addressport number useriD, etc.

2. Multiple SessionManagement: It is of crucial importancefor participantsto separateconcurrentprotocol
executions.Concurrenfrotocolexecutionsshouldbe independentThis problemcanusuallybe dealtwith by
addinga sessioriD field to the messagesNotethatthis is a tricky problemto solve whensessiongrerelated
in someway, for examplewhencountersareusedinsteadof nonces.

3. Certifying Public Keys: Thecertifying authorityshould,of course petrustedby bothparticipants As pointed
outearlierthecertificateauthorityshouldmake surethatthecertificaterecipientknowsthe secrekey associated
with the publickey beingcertified. Anotheroptionis to have thesendessignhis identifieralongwith the restof
themessagéi.e. self signedcertificates).

4. Authenticate Parameters: All parametershouldbe authenticated.

5. Previous Communications: In mary situationsall messagesentshould“confirm” all previousmessagesie
wantto avoid somemessagebeingblocked. This canbe doneby appendinga hashof all previousmessagesr
by usingsequenc@umbers.

6. Delete UselessKey Material: When somesensitve informationis no longer neededt shouldbe securely
deleted.

7. Timing Attacks: Whena systemis vulnerableto timing attacks(seesection5.6), a specialexponentiation
routineshouldbeused.

8. Denial of Sewvice Attacks (Overloading): Whennecessaryseesection5.7), partiesshouldprotectthemseles
againstdenialof serviceattackgoverloading).
7.3 Usingthe Shared DH Secket Key
Herearethe generabpointsrelatedto the utilization of the sharedDH secrekey.
1. Never usethe key“as is”: Alwaysusea suitablekey derivationfunctionin orderto geta sessiorkey.
2. KeylIndependence:lt is importantfor the protocolsto beresistanto known key attacks.

3. DeleteOld Keys: If forwardsecreg is desiredold keys andall datathatcanbe usedto obtainthemmustbe
securelydeleted.

4. Be Careful with Confirmation: If key indistinguishabilityis desiredwe cant just sendthe MAC of aknown
message.
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8 Pseudo-code

In this sectionwe give fairly detailedpseudo-codevhich shouldbridge the gap betweenprogrammersand mathe-
maticians. Thatis, a mathematiciarcan painlesslycheckthatthe protocolis correctwhile a programmeicaneasily
understandvhatneedgo bedone.

We presentisefulmathematicaprimitivesin subsectior8.1, cryptographigrimitivesin subsectior8.2, highlevel
datastructuresrelatedto DH in subsectiorB.3, the sendandreceve primitivesin subsectior8.4, an authenticated
ephemerasharedDH key protocolin subsectior8.5, client puzzlesin subsectior??, connectionprimitivesresistant
to denialof serviceattacksin subsectior?? andfinally a half-certifiedDH protocolin subsectior??.

8.1 Mathematical Primiti ves

The following mathematicaprimitivesareneededn the following protocols. Seefor example[47] for moredetails
onthealgorithmsand[58] for freelibrairiesthatimplementthem.

8.1.1 Modular Multiplication
mult(a,b,p);
Returnsa - b mod p.
8.1.2 Modular Squaring
square(a,p);
Returnsa? mod p.
8.1.3 Inverting function
inv(a,p);
Returnsa’sinversein Z7, thatis anelement ™' suchthata™" -a = 1.
8.1.4 Modular Exponentiation
mod.exp(g,X,p);
Returnsg® mod p.
Sincethis operationmight be vulnerableto the timing attacksof subsectiorb.6 (suchis the casein the Half-
CertifiedDH), we defineanexponentiatioralgorithmresistanto timing attacks: blind_-mod.exp(g,x,p);

Pseudo-Code
One Time SetUp:

/*

* Goal: Compute initial values for vi and vf that will be
used in blinding exponentiation.

* Given:

* Secret Exponent -> X

* parameter -> p working in Z_p

*/

vi = PRNG(2,p-1); llchoose a random number from {2,...,p-1}

/*
* Find vi's inverse and exponentiate by x
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* (ordinary exponentiation -- not a recursive call)

*

*/

vf = mod_exp(inv(vi),x,p);

Exponentiation

/*

* Goal:

* Secure Exponentiation

* Given:

* Secret exponent -> x

* parameter -> p

* Peer's public key -> m (base)
* Current Seeds -> vi and Vf

*/

[k This can be pre-computed — *****/

vi = sq(vi,p); /[The square of the previous seed

vf = sq(vf,p); /[The square of the previous seed

/‘x *k% *% *k%k *% *k% **/

temp = mult(vi, m, p);

temp = mod_exp(temp, X, p); Iitypical exp (not a recursive function call)
temp = mult(temp, v, p);

return temp; /fremove all traces of temp (e.g. overwrite with  zeroes)

Comments: The main disadwantageof this functionis thatit needsaninternalstate(vi andvf) which hasto be
keptsecret.Notethatthe blinding (vi) andunblinding(vf) factorscanbe pre-computed.

8.2 Cryptographic Primiti ves

We refertheinterestedeadetto [47] for anin depthanalysisof mary of the following primitives.

8.2.1 Cryptographic hashfunctions
Denotedoy HS(), HW();

SHAL1[61] andRIPEMD-160[28] (the outputis 160 bits long) arethoughtto be the mostsecurehashfunctions.
MD5 [55], althoughit hasnt beenbroken,hasbecomea moredubiouschoicesincethe discovery of internalpseudo-
collisions ([25]). MD5 (or MD4 which is fasterand haswealer security) might be usefulin protocolsthat don't
have stringentsecurityrequirementdecauseat producesa 128 bit outputandis much fasterthan both SHA1 and
RIPEMD-160.

HS() refersto strong hashfunctions (SHA1-160, RIPEMD-160, etc.) and HW() refersto weak hashfunc-
tions (SHA1-80, MD5, MD4, etc.) which shouldonly be usedfor compressiorand situationsin which a secu-
rity/performancdradeof makessense(Notethat SHA1-80isn’t asefficientasMD5 whichisn't asefficientasMD4).

8.2.2 MessageAuthentication codesMAC

Denotedby MACk () (K is thesharedsecrekey);
CBC-MAC [60], SHA1-HMAC-80[8] andUMAC [11] areexamplesof MACsthatarebelievedto besecure.
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8.2.3 Digital Signatures

SIGy s () will denotethe signingfunction and VER_User() the verificationfunction whereUser specifieshe party
thatsigns;
In orderto simplify the pseudo-codewe will abstractout mary of the details(e.g. key storage/retrieal, certificate
checking.etc.).

Many digital signatureschemesxist in theliterature(seechapterl1 of [47] for examples)hotehoweverthatDSS
—theDataSignatureStandard62], Elgamal[30] andRSA [2, 43] areby farthe mostpopular

8.2.4 Public Key Certificates

Oftenusedstandardgor certificatesncludePGP[19] andX.509[36]. All doughPGPandX.509 bothhave thesame
IETF standardstatus,PGPis simpleto use,whereasX.509 is constantlychangingandvery hardto comply with in
practice.In orderto simplify the pseudo-codethe certificationandcertificateverificationmechanismsreimplicitly
(andproperly)carriedout.

8.2.5 Pseudo-RandomNumber Generation

PRNG(min,max);

Returnsa pseudo-randomumberin therange[min,max]. Therearetwo operationmodes:
1. Therandomseed! is specifiedby the programmer
2. Therandomseeds choserfrom anentrogy pool %2,

Thepseudo-randomumbersnustbechoserextremelycarefullybecaussystemsanbebrokenif inadequat@seudo-
randomfunctionsor badly choserseedareused(seefor example[32]). We recommendheuseof Yarrow [40], since
its designis basenmary yearsof researclandexperiencd41] andbecausé’s easyto use(theprogrammedoesnt

needto provide a seedfor example).

8.2.6 Prime Number Generators

We usesafeprimes,i.e. primesof theform p = 2¢ + 1 (wheregq is prime)suchthatg = 2 is ageneratoof asubgroup
of orderq. We alsosuggesthata proof that the primeshave not beenchosenmaliciously be given (i.e. we want
kosherizedrimes).This choicehelpssatisfyrequirement®, 3 and4 of section7.1.

[51] suggestshe useof “special” safeprimeswhich areusedin thedescriptionof IKE [35] (acandidateDH protocol
for IPsec).They have propertieghatenableefficientmodularcomputations:

e The64highorderbitsaresetto 1, sothatthetrial quotientdigit in theclassicaremainderlgorithmcanalways
besetto 1.

e The64low orderbits arealsosetto 1, which enablespeedipsof Montgomerystyleremaindemlgorithms.
¢ Themiddlebits aretakenfrom the binary expansionof = which providesa weakform of kosherization.
e g = 2isageneratoof asubgroupf order(p — 1)/2 (g hasprimeorder).

Theseprimescanbe foundin AppendixE.2 (1024bits) andE.5 (1536bits) of [51] andcanbe usedin aDH scheme
thatneed=only onepublicly known prime.

If lots of primesneedto begeneratedndefficiency is animportantrequirementye suggestisingLim-Lee primes
[45] whichareusedin mary cryptographidibraries(e.g. PGP[52],GNU PG[31] andGutmannscryptlib [33]). These
primeshavetheformp = 2¢1 42 . . . g, + 1 Wheretheg;sarelarge(for all i € {1,... ,n}). Thegeneratocanbetaken
to generatesomeprime ordersubgroup(e.g. of orderg;, for some:). A drawbackto this methodis thatthe range
of valuesexponentscantake is limited (i.e. exponentsaretakenmodulog; insteadof ¢) which restrictsthe rangeof

2laninitialization valuefor pseudofandomfunctions.
22a pool of “random” bits— thesedependon unpredictablevents(e.g. mousemovements).
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possibleDH secretkeys. Also notethatthe probability thata small generatoigenerates “good” subgroupis lower
thanfor safeprimes.

We now give pseudo-codér generatindkosherizedsafeprimesof theform p = 2¢ + 1 suchthatg = 2 generates
asubgroupof ordergq.

Pseudo-Code:

Generating KosherizedsafePrimes

/*

* GOAL: generate a 1024 bit Kosherized safe prime

*

* GIVEN:

* -table  containing the first NUMPRIMESprimes -> prime_table[]

* -a probabilistic primality test -> Miller-Rabin(iter, n)

* iter: number of iterations

* n: the integer to test for primality.
* Returns TRUE if success, else FALSE.
* Constants:

* NUMB_ITER = 3

* NUMPRIMES= 2056 or a more optimal number (see Comments bellow code)
*/

[rrxRk compute the random bits  *****/

/* initialize the counter */
ctr = 0

restart:
/*

* instead of choosing a new random seed each time, we use the same one
* by trying it out 10 different ways.

*
ctr = ctr mod 30;
if (ctr == 0) {
SEED = PRNG(0, 27512); /[ 27512 is 2 to the power 512
}
U = HS(SEED) || HS((SEED + ctr) ~mod 2°512) || HS((SEED + ctr + 1) mod 2°512)
[ HS((SEED + ctr + 2) mod 2°512) || HS((SEED + ctr + 3) mod 2°512)

I HS((SEED + ctr + 4) mod 2°512);

/*

* Wewant to derive a 1023 bit odd value for q from U.

*/

g := U<1,1023>; /lset g to be the first 1023 least significant bits of U
g<1,1> = 1; /lset  the least significant bit of q to 1 (odd)
0<1023,1023> := 1; [//set the most significant bit of q to 1 (size)
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if
}
/*

*

*

*

check to see if q is not obviously  composite. If it is composite, we would
restart and pick another U.

i =0; i < NUMPRIMES;i ++) {

(div(q, prime_table[i])) == 0) {

goto restart; [[failure, start  over

2*q + 1, Il these are regular  multiplication and addition (not  modular)
check to see if 2*g + 1 is not obviously composite. If it is composite,
we would restart and pick another U.

i =0; i < NUMPRIMES;i ++) {

(div(p, prime_table[i])) == 0) {

goto restart; /[failure, start  over

Verify that g = 2 is a generator of the subgroup of order
g (see Comments below for the reasoning). If its not, than
restart and pick another U.

(p '= 7 mod 8) {

goto restart;

*/

for

}

if

}
if

}

We iterate, alternatively calling Miller-Rabin on p and q.
This improves the efficiency on average.

i =0; i < NUMB_ITER; i++) {
(Miller-Rabin(1, q == 0) {
goto restart;

(Miller-Rabin(1, p) == 0) {
goto restart;

return p, q;
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Comments:

e Thealgorithmtakesoninputatableof the first NUMPRIMES primeintegers.Thevalueof NUMPRIMES can
be computedfor optimal efficiency: Let tg denotethe time for a full modularexponentiation,andlet ¢tp be
thetime for ruling outonesmall prime asdivisor, thenthe valueof NUMPRIMES thatminimizesthe expected
runningtime of the precedingpseudo-codés NUMPRIMES = tg/tp. If for ary reasonthis numbercant
be practicallycomputedor if performances not crucial, we recommendisingNUMPRIMES = 2056 (if your
hardwarehasatleast8 bit registers)suchasusedin open-SSL[50] for example.

¢ Thepseudo-codesesanalgorithmcalledMiller-Rabin,we do not discusghis protocol,onecould usetheone
providedin atrustedcryptographidibrary ([50], [31], [33] for example)or seefor example[47] for pseudo-code.

¢ Fortheresultingalgorithmto bedefinedasarobustprimalty tes2® andconsideringefficiengy, oneshouldchoose
NUMB_ITER to be 3 (see[24] for exactdetails).

e On kosherization:note that interestedreaderscan verify that the primeshaven’t beenchosenmaliciously by
simply takingthe SEED, executingthe previous protocolandverifying thatthe prime obtainedequalsp.

e Weusedthefactthatp = 7mod 8 = g = 2 generatesnorderq subgroup.
This canbeproovenby thefollowing facts:
p=Tmod 8 <=2 2isaquadraticesidué®modp = 22 exists = 2((P=1)/2) = (22)P~1 = 261 (mod p)
=27 g =2 generateanorderq subgroup.

Noticethatthis choiceof parameterg andg makesmary of the attacksmentionedoreviously ineffective.

8.3 Data Structures

Severaldatastructuresarenow presentedthosethatarent presentedheredon’t requireary specialexplanations).

8.3.1 DH parameters(DH_PARAM)
structure DH_PARAM

BIGNUM p; //1024  bit prime

BIGNUMq; /lprime g such that p = 2q + 1;

BIGNUM g; /lorder g subgroup generator

RANGErange_max; [/maximum secret key (e.g. x) value

RANGErange_min; /[Iminimum  secret key value
2

TheDH_PARAM datastructurestoresghe DH systemparameters.

We recommendisingrangemin equal2* andrangemaxequall160bits (DSS[62] usesa 1024-bitsp and160-bits
q)-

8.3.2 Party Identifier (ID)

structurelD;

ThelD structurestoresdentifying informationaboutparties.For example,it could contain:

Zthatis, atestthathassuccesgreatetthan g, .

24seefor exampleFact2.146in [47]. We caneliminatethe casewherep = 1 (mod 8) sincep andq areprime. (left asanexercice.)

3r € Zy is quadratiaesidueof Z3 iff thereexistsay € Zj suchthaty? = z mod p. If nosuchy exists, z is calleda quadratimon-residue.

26the equalitycomesfrom thefactthatp — 1 is the orderof thegroup.

2Ty'sorderis either2, g orp — 1 (Lagranges theoremsection2.1.3).1f 2¢ = 1 (mod p), then2’s ordercanonly be?2 or g, buttheonly elements
of order2 arel andp — 1.
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(Unigque)ldentifiers.

Certificateqoptional).

Typesof protocols(andparametershe canparticipaten.

Location(e.g. P addressandportnumber).

8.3.3 SessiorKey Parameters(SESSIONKEY _PARAM)

structureSESSIONKEY _PARAM,;
This structureis usedto specifyhow the shareddH key will be used.For example the structuremight storeinforma-
tion suchas:

e Key derivationfunctionspecification.
e Symmetricencryptionor MAC usedwith the session(skey(s).

e Versionnumbers.

8.3.4 Messagddentifiers (TAG)

Theseareusedto identify the messagéypes(we suspecthesewill bedefinedusingthe#defineconstruct).

8.4 Sendand Receve Primiti ves
8.4.1 SendMessage

send{source,destinatiof...);

sendsamessageonsistingof all theargumentdrom “source”to “destination”.

8.4.2 Receve Message

recevve_{source,destinatidf...);

Theargumentssentby “source”will berecevedby “destination”.

N.B. “source”and“destination”give just enoughinformationso thata messageanbe sent. Typically, this infor-
mationwill consistof anlIP addressandof a port numberboth of which arespecifiedn IP paclets(for recipientand
sender)Noticethatif a participantsconnectioris madethrougha mix-network, thisinformationdoesnt compromise
privagy. “source” and“destination”shouldbe unique— exactly one party (processthread,etc) is associatedavith a
“destination”(or “source”).

8.5 Authenticated Ephemeral DH Key AgreementProtocol— providing forward secrecy

Herethetwo participants Alice andBob, wantto frequentlysetup new sessiorkeys. Without lossof generality we
assumehatAlice initiatesthe protocol. We assumehatthetagsINIT, ACCEPTand CONFIRM have beendefined
(e.g.#definelNIT 1). Variablesaredefinedin orderto avoid any confusion.

8.5.1 Comments

The parametergould be specifiedonly in the last messagéowever this meansthat Bob will have to wait before
computingthe sessiorkey. In the pseudo-cod@resentedbove, Bob canstartcomputingthe sessiorkey assoonas
hehascomputedhe sharedDH secretkey (hedoesnt have to wait for the CONFIRM message).

Thetwo signaturesign messagethat containinformationaboutthe signerandso are“self-signed”. This means
thatthe CA doesnt necessarilyneedto checkthat the applicantactually knows the secretkey associatedvith the
publickey.
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If thereis asubstantiagainin efficiency, only themostsignificantbits of gy} needto behashedn thelastmessage
(we shouldtake enoughbits sothatthe chanceof usingthemagainis extremelysmall).

Thelastmessag¢CONFIRM) is neededn orderto preventreplayattacks.

If denialof serviceattacksneedto beprevented we proposeusinga SYN cookie?® typemechanisn{needto verify
thatthe party attemptingto connectis allowedto) whenestablishinghe connection.This solutionisn’t presentedn
detailsincethecodedependdow level networking protocols(notethatSYN cookiesarenow astandargartof Linux).
For half-certifiedDH, wherethe non-certifiedsidemay (or must)be anorymous,onewould needsomestrongertype
of denialof servicepreventionssuchasClient Puzzleq[38]).

9 Conclusion

This work hasattemptedo presentcryptographigrotocoldesignersvith the mostimportantsecurityissuesrelated
to the DH protocol.In doing so,we have addressethe shortcoming®f the otherapproacheto securecryptographic
protocoldesign. It is hopedthatdocumentswith a form similar to this onebut for differentcryptographigorotocols
will be produced.This would be a large steptowardsassuringcryptographigorotocol securityin real-world settings
(i.e. notjusttheoreticakettings).
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A Standards

A.l PKCS#3

RSA security?® haspublisheda suiteof cryptographystandardsvhich arecalledPublic Key CryptographyStandard
(PKCS).PKCS#3dealswith the DH protocol. Unfortunatelyit doesnothelptheprotocoldesigneconstruciasecure
versionbecausé only specifiedataformats.

A.2 ANSI X9.42- Agreementof Symmetric Algorithm KeysUsing Diffie-Hellman

working draft may 1998

A.3 |IETF RFC 2522—-Photuris: Session-Ky ManagementProtocol
march1999

A.4 ANSI X9.63-Elliptic Curve KeyAgreementand Key Transport Protocols
working draft July 1998

A.5 |EEE P1363- Standard Specificationsfor Public-Key Cryptography
working draft July 1998

A.6 ISO/IEC 11770-3- Information Technology- Security Techniques- Key Management
- Part 3: MechanismsUsing Asymmetric Techniques

draft(DIS), 1996

A.7 SKIPJACK and KEA algorithm specification
from FORTEZZA may 1998.

A.8 The Internet Key Agreement(IKE)
RFC2409November1998.

A.9 The OAKLEY keyDetermination Protocol
RFC2412November1998.

A.10 The TLS Protocol: Version1.0
RFC2246Januaryl 999
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